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	INFORMATION SECURITY MANAGEMENT

Clear Desk, Clear Screen Procedure


· At the end of each day, or when desks/offices are unoccupied, any ‘confidential’ information must be locked away in either pedestals, filing cabinets or offices, as appropriate.

· All waste paper, which has any personal or confidential information or data on, must be placed in the confidential waste sacks located in each service station.  Under no circumstances should this type of waste paper be thrown away with normal rubbish in the waste paper bins .
· Whenever you leave your desk and your PC is switched on, it is essential that you ALWAYS ‘lock’ your screen by pressing ‘Ctrl, Alt, Delete’ and then enter, to confirm that you wish to ‘lock’ your workstation. 
· Locking your screen not only prevents someone else from using your PC, which is logged on in your name, but it also prevents someone from reading confidential information left open on your screen, .
· If working on sensitive information, and you have a visitor to your desk, lock you screen to prevent the contents being read.
Remember, you will be accountable for all terminal activity and transactions entered through your UserID whether or not you were present at the time!

RELATED BS 7799 AND IS0 7799 

7.3.1.
Clear desk and clear screen policy

9.3.2
Unattended user equipment
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